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The Unknown Threat Landscape
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Few People Know How  to Protect the 
ICS that Run Our World

The Threat Landscape is 
Mostly Unknown

Ref: ICS-CERT



ICS Cyber Kill Chain
• Two Phase Kill Chain
• Adversary must understand the 

physical process and safeguards
• Takes more steps to do the type of 

attacks we’re most concerned with

Ref: https://www.sans.org/reading-room/whitepapers/ICS/industrial-control-system-cyber-kill-chain-36297



The Reality – Defense is Doable
• Industrial infrastructures are 

some of the most 
*defensible* networks on the 
planet

• Predictable high-confidence 
cyber attacks are difficult 
(ICS Cyber Kill Chain)

• The threats are worse than we 
realize but not as bad as we 
want to imagine



Finding More and More Occurring

1998 - 2009

Lack of Collection
- Campaigns: APT1
- ICS Malware: None

2010 - 2012

New Interest in ICS
- Campaigns: Sandworm
- ICS Malware: Stuxnet

2013 - 2015

Campaigns Target ICS
- Campaigns: Dragonfly
- ICS Malware: BlackEnergy 2 and Havex
- First attack to cause physical destruction on 

civilian infrastructure (German Steel)

2015-2017
         Adversaries Disrupt ICS
- Activity Groups: 10 unique
- ICS Malware: CRASHOVERRIDE 

and TRISIS
- First and second ever electric grid 

attacks that disrupt power
- First malware to target human life



Ukraine 2015

• 1st Ever cyber attack on a power 
grid to lead to outages

• 3 power companies across Ukraine
• SCADA Hijack scenario by a well 

funded team



Ukraine 2016 - CRASHOVERRIDE

• 2nd Every cyber attack to cause 
loss of power; 1st due to malware

• 1 Transmission substation in Kiev
• Activity Group – ELECTRUM

• Still active in Central Europe
• Water and Electric utility early recon



Middle East 2017 - TRISIS
• TRISIS was delivered into a 

petrochemical facility in the 
Middle East by a well funded 
attack team

• Targeted Safety Instrumented 
System (SIS) and failed causing a 
stop in operations

• 1st malware to specifically target 
human life



Saudi Arabia 2017 - XENOTIME
• Attacks are not 1 single action
• TRISIS was just the final steps of 

XENOTIME’s attack
• Activity Group: XENOTIME

• Compromises of at least 6 other 
entities in North America and 
Europe included Electric, Oil and 
Gas, and OEMs



But Be Warned of Hype



You Cannot Just Patch Away the Problem

Dragos’ 2017 in Review reports revealed that for 
ICS vulnerabilities:
• 64% of all vulns didn’t eliminate the risk
• 72% provided no alternate mitigation to the patch
• Only 15% could be leveraged to gain initial access

Ref: www.dragos.com/YearInReview/2017



Understand Where You Are and Want to 
Be

Ref: https://www.sans.org/reading-room/whitepapers/analyst/sliding-scale-cyber-security-36240



Map the Models Together 

• For every observable step on Architecture, 
Passive Defense, and Active Defense note 
what is in place today and proposed for later

• Take the top few controls across the total of 
your intrusions for ~6 months – 1 year and 
those are your best practices off of your 
industrial threat landscape



XENOTIME Kill Chain and Sliding 
Scale

• Today: (whatever you have)

• Stage 2 Execute ICS Attack 
Proposed:

• Architecture:
• Segmentation of SIS

• Passive Defense:
• Detection capabilities that can 

inspect and analyze SIS protocols 
such as Tristation

• Active Defense:
• Incident responders should train 

and prepare for responding to an 
incident in an environment with 
unsafe conditions and no SIS



ICS Threat Activity Groups

XENOTIME RASPITE ALLANITE MAGNALLIUM

ELECTRUM DYMALLOY CHYRSENE COVELLITE

https://dragos.com/year-in-review/

https://dragos.com/year-in-review/
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