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The Unknown Threat Landscape

Few People Know How to Protect the FY 2015 Incidents by

ICS that Run Our World Infection Vector (295 total)
hundreds Other, 17
oHed 1CS CYBER SECURITY -, 2
<: SPECIALISTS Abuse of Authortaed Accass, 7 |

Weak Authentication, 18 ——

The Threat Landscape is
Mostly Unknown

Spear Phishing
109

SQL Injection, 4 Ref: ICS-CERT
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ICS Cyber Kill Chain
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Ref: https://www.sans.org/reading-room/whitepapers/ICS/industrial-control-system-cyber-kill-chain-36297



’ The Reality — Defense is Doable

* Industrial infrastructures are
some of the most
*defensible* networks on the
planet

* Predictable high-confidence
cyber attacks are difficult
(ICS Cyber Kill Chain)

e The threats are worse than we
realize but not as bad as we
want to imagine




v Finding More and More Occurring

2015-2017

Adversaries Disrupt ICS
Activity Groups: 10 unique
ICS Malware: CRASHOVERRIDE
and TRISIS
- First and second ever electric grid
attacks that disrupt power
- First malware to target human life

2013 - 2015

2010 - 2012

1998 - 2009
Lack of Collection New Interest in ICS Campaigns. Target ICS
- Campaigns: APT1 - Campaigns: Sandworm - Campaigns: Dragonfly
- ICS Malware: None - ICS Malware: Stuxnet - |CS Malware: BlackEnergy 2 and Havex

- First attack to cause physical destruction on
civilian infrastructure (German Steel)
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Weaponization %

Ukraine 2015
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WORD DOCUMENTS WITH
BLACKENERGY3 MALWARE

* 1st Ever cyber attack on a power
grid to lead to outages

PHISHING EMAILS

SOCIAL ENGINEERING

BLACKENERGY3 * 3 power companies across Ukraine

HARDCODED IP ADDRESSES

VPN AND CREDENTIAL * SCADA HijaCk Scenario by a We”
THEFT AND PIVOT TO ICS fu nded tea m

MALICIOUS FIRMWARE
AND KNOWLEDGE OF DMS

TEST FIRMWARE ON DEVICES

RDA SESSIONS

MALICIOUS FIRMWARE ON SERIAL-TO-ETHERNET
DEVICES, SCADA HIJACK, UPS MODIFICATION, KILL DISK

BREAKER OPEN COMMANDS,

KILL DISK OVERWRITES, BRICKED DEVICES D R/\G @“



Ukraine 2016 - CRASHOVERRIDE
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' Middle East 2017 -
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Actuators & Sensors Actuators & Senson

TRISIS

* TRISIS was delivered into a
petrochemical facility in the

Middle East by a well funded
attack team

* Targeted Safety Instrumented
System (SIS) and failed causing a
stop in operations

* 1st malware to specifically target
human life
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Saudi Arabia 2017 - XENOTIME
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’ But Be Warned of Hype

THE WALL STREET JOURNAL. e

US Edition = | September 20,2018 | Today's Paper | Video

Home World US. Politics Economy Business Tech Markets Opinion Life&Arts RealEstate WSJ. Magazine Sear:hQ

Russian Hackers Reach U.S. Utility Control Rooms, Homeland Security
Officials Say

Blackouts could have been caused after the networks of trusted vendors were easily penetrated

ByRebecca Smith

—
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’ You Cannot Just Patch Away the Problem

2017 ADVISORIES
ALTERNATE MITIGATION PROVIDED

Dragos’ 2017 in Review reports revealed that for of advisories provided

e . no alternate mitigation
ICS vulnerabilities:
e 64% of all vulns didn’t eliminate the risk

* 72% provided no alternate mitigation to the patch of all vulnerability
* Only 15% could be leveraged to gain initial access o el

® 12%

— ;
of all vulnerability
advisories had no
mitigation at all
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Ref: www.dragos.com/YearInReview/2017
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ARCHITECTURE pu PASSIVE DEFENSE

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and leaming from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network
DRAGCS

Ref: https://www.sans.org/reading-room/whitepapers/analyst/sliding-scale-cyber-security-36240



Map the Models Together

STAGE

01

Reconnaissance

STAGE

01

STAGE

Weaponization 01

Targeting

STAGE

01

STAGE

01

STAGE

01

' ARCHITECTURE

STAGE

01

Install / Modify

* For every observable step on Architecture,
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* Today: (whatever you have)

» Stage 2 Execute ICS Attack
Proposed:
* Architecture:
* Segmentation of SIS
* Passive Defense:

* Detection capabilities that can
inspect and analyze SIS protocols
such as Tristation

e Active Defense:

* Incident responders should train
and prepare for responding to an
incident in an environment with
unsafe conditions and no SIS
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ICS Threat Activity Groups

XENOTIME RASPITE ALLANITE MAGNALLIUM
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Questions?

LITTLE BOBBY | by Robert M. Lee and Jeff Haas
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